
Course OverviewCourse TypeInstructor-Led TrainingLevelAdvancedDuration4 daysPlatformCloudera on premisesTopics CoveredArchitecture for secureCloudera ClustersImplementation of directoryservices LDAPKDCDeployment of Auto-TLS andKerberosTheory and installation of: Apache RangerApache AtlasRanger Key ManagementServiceApache Knox GatewayBuilding Ranger ResourcePoliciesCreating Atlas ClassificationsBuilding Ranger Tag Policies About This TrainingThe Cloudera platform is intended to meet the most demandingtechnical audit standards. The significant improvements in Clouderaarchitecture and components make Cloudera “Secure by Design.” Thisfour-day hands-on course is presented as a project plan for Clouderaadministrators to build fully secured Cloudera clusters. The course begins with implementing Perimeter Security by installinghost level security and Kerberos. Next, students protect Data byimplementing Transport Layer Security using Auto-TLS and dataencryption using Key Management System and Key Trustee Server(KMS/KTS). Following this, in the third stage, students control access forusers and to data using Apache Ranger and Apache Atlas. The fourthstage focuses on visibility practices, teaching students how to auditsystems, users, and data usage. Finally, the course introduces Clouderapractices for Risk Management in a fully secured Cloudera platform.This course is 60% exercise and 40% lecture. Who Should Take This Course?This immersion course is designed for Linux Administrators transitioningto Cloudera Administrator roles. Students must have proficiency in Linux(e.g., navigating the file system, using basic commands) and Linux texteditors (e.g., vi, nano). Familiarity with Directory Services, TransportLayer Security, Kerberos, and SQL select statements is recommended.Prior experience with Cloudera products is required. Students musthave reliable internet access to connect to the classroom environmentshosted on Amazon Web Services.ADMIN-332Securing Cloudera on premises• • ◦ ◦ • • ◦ ◦ ◦ ◦ • • • TRAINING DATASHEET



ADMIN-332Securing Cloudera on premisesCloudera Secure by Design• Cloudera Security Models• Cloudera Security Pillars• Cloudera Security LevelsProject Planning for Cloudera• The Importance of Project Planning• Outline of Project Plan• Roles and Responsibilities of a ClouderaAdministratorDirectory Services• Comparing Directory Services• Lightweight Directory Access Protocol• FreeIPA or Active DirectoryManage Identities on Cloudera• Identity Management Architecture• The purpose of PAM• Cloudera Manager and PAMIsolated Networks• Architecture for Network Security• Building an Isolated NetworkQuality Controlled Hosts• Cloudera Requirements for Hosts• Recommendations for deployment hostsProtect Data in Motion• Theory for Security Protocols (TLS and SASL)• Tools: openssl and keytool• Architecture for Enterprise Certificate Authorities• Deploying TLS using Auto-TLS• Deploying SASL Authentication with Kerberos• Architecture for Kerberos• Kerberos CLI• Deploying Kerberos• Managing Cloudera services within KerberosShared Data Experience (SDX)• Architecture for Apache Ranger• Deploying Ranger• Deploying Infra Solr• Deploying AtlasData at Rest• Theory for KMS/KTS• Deploying KMS/KTS• Encrypting Data at RestSingle Sign-On with Knox Gateway• Architecture for Knox Gateway• Installing Knox Gateway• Deploying Knox Gateway SSO• Accessing services through Knox GatewayAuthorization with Ranger• Creating Ranger KMS Encryption Zones• Creating Ranger Security Zones• Creating Ranger resource policiesClassify Data with Atlas• Ranger Policies for Atlas• Searching Atlas• Classifying Data with Tags• Creating Ranger Tag Policies• Creating Ranger Masking Policies TRAINING DATASHEET©2025Cloudera, Inc. All rights reserved.Cloudera and theCloudera logoare trademarksor registered trademarksofCloudera Inc. in theUSAandother countries. All other trademarks are thepropertyof their respective companies.Information is subject tochangewithout notice.Cloudera, Inc. 5470 Great America Parkway, Santa Clara, CA 95054 VERSION: 2.0.0 2 of 3



ADMIN-332Securing Cloudera on premisesAudit Cloudera• Auditing access on hosts• Auditing users with Ranger• Auditing lineage with Atlas Commission Cloudera• Validating Security Level 2• Checklist for commissioning ClouderaAchieving Compliance• Regulatory Compliance• Roadmap to Security Level 3 TRAINING DATASHEET©2025Cloudera, Inc. All rights reserved.Cloudera and theCloudera logoare trademarksor registered trademarksofCloudera Inc. in theUSAandother countries. All other trademarks are thepropertyof their respective companies.Information is subject tochangewithout notice.Cloudera, Inc. 5470 Great America Parkway, Santa Clara, CA 95054 VERSION: 2.0.0 3 of 3
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